
OS Agnostic

SECUREVIEW

CipherDriveOne provides unparalleled 
Data-at-Rest (DaR) protection for every
computer using pre-boot authentication and 
military grade AES 256-bit encryption.   
CipherDriveOne installs in the protected 
shadow partition of the SSD/HDD, where the 
pre-boot authentication must be acheieved 
before the SSD/HDD will unlock and the 
Operating System or Hypervisor machine
can start.  

Load, Lock, and Authenticate Any TCG OPAL SSD/HDD

CipherDriveOne

DATA-at-REST (DaR) 
SSD/HDD Protection

NSA CSfC
Listed

HWFDE



CipherDriveOne Technology Features - Easy to Use

Disclaimer

• CipherDriveOne provides for a 
pre/post login disclaimer.

• The disclaimer can be customized 
by the customer.

Login Page

• Username/password (SA)
• Smart cards using CAC, SPIRNET, 

PIV/CIV and YubiKeys (2FA)
• Multifactor Authentication (MFA)

combined (SA) plus (2FA)

Dashboard

• Quick view of system 
• Successful logins
• Failed login attempts
• Disk status

www.cipherdriveone.com



CipherDriveOne Technology Features - Easy to Use

Multi-role Users

• Administrator, Security Admins, 
Login users, Help Desk

• Import users using .json format
• Remote smart card enrollment

Settings

• Failed Login timeout and Secure Erase
• Password Rules
• Disclaimer Configuration
• Enforce Two-Factor Authentication 

(2FA)
• Dead Man’s Switch
• OS chain loading

Maintenance

• Secure Erase
• Change AK/DEK Keys
• Upgrade Software
• Deactivate/Uninstall
• Export Configuration
• Custom Disclaimer

www.cipherdriveone.com



Security Service CNSA Suite Standards / 
Specification 

Protection Level

Confidentiality 
(Encryption) 

AES-256 / FIPS PUB.197 Up to Top Secret*

Authentication 
(Digital Signature)

Elliptic Curve Digital 
Signature Algorithm 
(ECDSA) over the curve 
P-384 with SHA-384 / 
FIPS PUB 186-4
RSA 3072 (Minimum) /
FIPS PUB 186-4

Up to Top Secret*

Integrity
(Hashing)

SHA-384 / FIPS PUB 
180-4

Up to Top Secret*
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CipherDriveOne Software Technical Specificatons

* Requires two independent layers of encryption.

CipherDriveOne is an Authorization Acquistion (AA) host software 
solution that manages any TCG OPAL SSD/HDD.  This flexibility allows 
government customers the ability to provide secure storage of classified, 
secret, and top-secret data in accordance with the Commercial Solutions 
for Classified (CSfC) program’s hardware Full Disk Encryption (HWFDE) 
standards.

• Encryption - AES-256, FIPS PUB 197 specification 
• NIAP and Common Criteria Certification
• Authentication Acquisition (AA) software 
• Certified under collaborative Protection Profiles 

(cPP) 
• Pre-Boot Authentication (PBA) supports booting 

and chain loading Open XT / SecureView
• Cryptographic Erase (CE)
• Log Reports

Available software configurations:

CipherDriveOne (Single-disk)
CipherDrive2+ (Multi-disk)
CipherDriveStealth (UAV/Remote Package)

• Support for CAC/PIV/CIV and SIPRNET cards
       and tokens
• 2-Factor / Multi-factor authentication support 
• User Management - 4 user roles
• TPM 2.0 support 
• Key Management – AK and DEK
• Custom signed bootloader for SecureBoot
• Custom signed bootloader for Forcepoint TTC-R
• Custom signed bootloader for IDtec Archon ZV


